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1. Supplementary Memorandum accompanying the Framework of Standards for Higher Education

This section comprises a Supplementary Memorandum accompanying the Framework of Standards for Higher Education in the Netherlands in the area of confidentiality, privacy, ownership, and availability as regards cloud services. The Framework of Standards for Higher Education itself is included as Section 3. The Framework of Standards is accompanied by an appendix (Section 4) in which an explanation of the standards is given in the form of a table.
This Supplementary Memorandum is constructed as follows. First, a number of basic principles are formulated which form the basis for the Framework of Standards. A number of remarks then follow regarding the implementation of contract management by the institution. Besides using the Framework of Standards, there are other measures that an institution can take in order to effectuate that Framework. Use can be made, for example, of a code of conduct or a set of regulations for staff and students, based on the principles of respect for ownership, confidentiality, and privacy. SURFibo (SURF’s consultation body for information security officers) has drawn up model codes of conduct for staff and students which also take account of the above aspects.
 Finally, a list of sources is included with legislation and regulations and relevant documents used in drawing up the Framework of Standards. 
Basic principles

The Framework of Standards is based on the legislation and regulations – in the broad sense, and including guidelines and opinions – that applied when the Framework of Standards was drawn up. 
In applying the Framework of Standards, use has been made of a system of risk categories. Personal data is divided into four risk categories. The higher the risk category, the more stringent the measures must be – and therefore also the arrangements in a contract with a cloud service provider – regarding a scrupulous approach to dealing with personal data. A brief description of the four risk categories is given below.
 
	Risk category 0 (public level)
	Publicly available personal data (for example a business e-mail address on the Internet). Besides the standard rules set out in the Dutch Personal Data Protection Act [Wbp], no specific measures are necessary for processing such personal data. 

	Risk category I
(basic level)
	A limited quantity of personal data concerning the relationship between the data subject and the organisation (for example a student’s enrolment (only)). Standard information security measures are sufficient.

	Risk category II
(increased risk)
	This category includes special personal data and, for example, data regarding the economic situation of the data subject or a dyslexia statement. The information security measures must comply with more stringent standards than those that apply to the basic level. 

	Risk category III
(high risk)
	This category includes special personal data and, for example, reports on someone’s psychological condition or medical data in the framework of research. The risk to the data subject if the level of security is insufficient is so great that the information security must comply with the highest standards. 


Contract management

Prior to conclusion of the agreement with the cloud service provider and during the term of the agreement, it is necessary to carry out a number of actions in order to comply, and continue to comply, with the relevant legislation and regulations. The following must be carried out:
Prior to conclusion of the agreement.

1. Prior to conclusion of the agreement, a risk analysis should be made of how the cloud service provider (the “processor”) processes data. It is relevant to determine whether the institution itself has sufficient resources to carry out the risk analysis itself or needs to have it carried out on its behalf. The following matters should be considered:
· Does the processor provide adequate guarantees concerning the technical and organisational security measures for the data during the processing that is to be carried out? It is relevant here to ask the cloud service provider about third parties that it may engage, the location/locations where the personal data is stored, and information security. This also means a statement by an independent third-party expert (in Dutch a “TPM”, i.e. a “third-party statement”) or information about compliance with the “Safe Harbor Principles”. 
· Is the institution sufficiently able to monitor and check compliance with the security measures, at an appropriate level? The institution may consider having this done on its behalf by a third party. 
For more information about the risk analysis, please refer to the guidelines on “Security of Personal Data” published by the Dutch Data Protection Authority (CBP).
 The risk analysis leads to allocation of a risk category. The standards set out in the Framework of Standards correspond with the risk categories. 
2. If the cloud service provider engages a third party when providing the services, the institution must give explicit consent for this prior to conclusion of the agreement with the provider. This can be stipulated, for example, by including that consent in the decision-making documents for selecting a cloud service provider.
3. Prior to contracting the provider, the institution must ascertain that the provider has taken sufficient security measures regarding processing. These various matters depend on the risk category for the data that is to be processed. 
4. Technical and organisational requirements have been drawn up in the context of SURF that must be imposed, from the point of view of security, on a provider and the party that hosts its data. A checklist is provided on SURF’s cloud website.

5. Besides provisions regarding the protection of privacy, provisions on the availability of the service are often also stipulated when cloud services are to be provided. Those provisions are often set out in the Service Level Agreement (SLA) attached to the main agreement. The following is a list of examples of provisions regarding availability:
	1.1. Availability: The extent to which a component of the Cloud Service is available, quantitatively and qualitatively, with this being measured according to an agreed unit in time, bandwidth, numbers, or otherwise as provided in the Service Level Agreement, and expressed by means of a percentage, during an agreed measurement period specified in Section <section number>. 

1.2. The availability level of the Cloud Service (and consequently of the Data) indicated in the SLA will be measured each calendar month in the manner specified in Appendix <appendix reference>.

1.3. Non-availability means that the Cloud Service, or a component of the Cloud Service, is not (completely) available, accessible, or usable for the intended use. 

1.4. The start of such unavailability is (i) the point when the non-availability is recorded in the control systems as agreed on by Parties and laid down in Appendix <appendix reference> or (ii) the point when Institution or User reports the non-availability, if that was earlier. The end of such non-availability is the point when Provider and Institution jointly determine that the Cloud Service is again available or – if that point is unclear but the Cloud Service is again (fully) available – the point when the Cloud Service is again (fully) available according to the agreed control systems.

1.5. When measuring the level of availability, no account will be taken of non-availability due to agreed maintenance that has been announced in the agreed manner. Provider will ensure that such maintenance causes as little inconvenience as possible. Provider will as far as possible carry out maintenance outside office or teaching hours (i.e. between 6 p.m. and 9 p.m. and during weekends) or, if the intensity of use outside office or teaching hours is in fact high, at other times when the intensity of use is normally low.

1.6. Provider will ensure proper backup and restore facilities so as to guarantee availability of the Cloud Service (and consequently of the static and dynamic Data). 

1.7. Institution and/or Users are themselves responsible for their own access to the Internet and the equipment with which they can access the Cloud Service.

1.8. If the availability during a particular service period meets or fails to meet the agreed requirements, a bonus or penalty arrangement will apply as set out in the SLA. Provider will incorporate the bonus or penalty specified in the SLA in the following invoice/invoices. The penalty arrangement specified in the SLA will not affect Institution’s other rights, including but not limited to its right to the payment of damages in so far as the loss/harm sustained exceeds the penalty.

	1.9. 


During the term of the agreement

The institution must also check protection of the personal data by the cloud service provider during the term of the agreement. This means that the institution must not only check the service provided by the provider in advance but also during the term of the agreement, in order to be certain that the data is being dealt with in accordance with the agreement. A number of relevant provisions are included in the Framework of Standards (including Sections 3, 7.7, and 9 of the Framework of Standards). This requires the institution to carry out certain actions, some of which are discussed below.
1. Partly depending on the risk category and the agreed arrangement in the agreement, the cloud service provider will submit a periodic report of a review by an independent third party at the institution (Section 9 of the Framework of Standards). The institution must check whether these reports are in fact being submitted periodically by the provider. The institution must also check the reports and must if necessary enter into talks with the provider in order to alter the arrangements that have been made (as provided in Section 3). 
2. The institution must also respond effectively to the information that it receives from the provider regarding proposed changes in the service delivery and security incidents (including reports on security incidents). 
3. Besides receiving information from the provider, the institution should also check itself whether it is complying with its own obligations. This should include checking whether more data (i.e. categories of data) is being processed than has been stipulated in the agreement. 
4. The institution can carry out a risk analysis regarding the provision of cloud services. This can be in response to a change in the service delivery itself or the institution’s own requirements, or in the applicable legislation and regulations. A risk analysis can also be carried out, without there being any particular reason, for monitoring and evaluation purposes. This involves checking periodically whether there are still adequate guarantees concerning the technical and organisational security measures and whether the provider is still complying with the obligations incumbent on the institution. The institution will then take action in response to the results of the risk analysis, for example by making changes in arrangements that have previously been agreed on. 
Sources

The following sources were consulted when drawing up the Framework of Standards:

· Dutch Data Protection Authority (CPB), guidelines Beveiliging van persoonsgegevens, The Hague, February 2013.

· G.W. van Blarkom and J.J. Broking, “Beveiliging van persoonsgegevens”, Achtergrondstudies en verkenningen 23, Registration Board [Registratiekamer], The Hague, April 2001.

· Algemene rijksvoorwaarden bij IT-overeenkomsten (ARBIT), version 2010, published 19 July 2010. 

· CBP, Zienswijze inzake de toepassing van de Wet bescherming persoonsgegevens bij een overeenkomst met betrekking tot cloud computing diensten van een Amerikaanse leverancier, 7 August 2012.

· WP29, Opinion 05/2012 on Cloud Computing, 1 July 2012. 

· Safe Harbor Privacy Principles, issued by the U.S. Department of Commerce on July 21, 2000, <http://export.gov/safeharbor/eu/eg_main_018475.asp>.

· U.S.-EU Safe Harbor Framework Documents: C. Frequently Asked Questions, <http://export.gov/safeharbor/eu/eg_main_018493.asp>.

· Dr Giles Hogben, Dr Marnix Dekker, ENISA, Procure secure: A guide to monitoring of security service levels in cloud contracts, <http://www.enisa.europa.eu/activities/application-security/cloud-computing/procure-secure-a-guide-to-monitoring-of-security-service-levels-in-cloud-contracts>.

2. Framework of Standards for Higher Education

This section comprises the Framework of Standards for Higher Education in the Netherlands in the area of confidentiality, privacy, ownership, and availability as regards providers of cloud services. 
The standards below should be included, in the same or similar wording, in the agreement between the institution and the cloud service provider. The Framework of Standards applies a division into risk categories. These refer to the category of data processed by the provider. The higher the risk category, the more contractual guarantees apply to the agreement that is to be concluded. More information about the risk categories is given in the Supplementary Memorandum section of the Framework of Standards. If a broad range of personal data divided up into different risk categories is processed simultaneously by the provider, one must always assume that the highest applicable risk category should apply to the processing.
An explanation of the standards is given in the Appendix to the Framework of Standards for Higher Education. 
The abbreviation “Wbp” means the Dutch Personal Data Protection Act [Wet Bescherming Persoonsgegevens].
Text given between angle brackets (i.e. < >) should be filled in according to the specific situation.

SECTION 1 DEFINITIONS

1.1. Data Subject: the person to whom Personal Data relates.
1.2. Cloud Service: The service to be delivered on the basis of the Agreement whereby Provider makes and keeps IT facilities (for examples servers, storage, applications, or services) available to Institution, remotely and on demand, via the Internet or another (public) network. 
1.3. Data: all Data, information, and any other material or content – including Personal Data – that Institution and/or Users input, send, place or otherwise process with the aid of the Cloud Service in the framework of the Agreement.
1.4. User: a (natural) person connected in any way to Institution – for example a member of staff, an instructor, and/or a student – who is authorised by Institution to make use of the Cloud Service (or a certain part of it). 
1.5. Agreement: the present Agreement concerning the provision of Cloud Services, on the basis of which Provider processes Data on behalf of Institution.
1.6. Personal Data: any information concerning an identified or identifiable natural person that is processed or will be processed by Provider in the context of the Agreement.

1.7. Processing: any action or any set of actions relating to Personal Data, including in any case collecting, recording, sorting, saving, updating, altering, retrieving, consulting, using, or providing by means of forwarding, distributing, or any other kind of provision, combination, or association, and the protection, deletion, or destruction of Data.
SECTION 2 DELIVERY OF SERVICES

2.1. Provider will provide only the following services to Institution: <description of services to be delivered>.

2.2. For the purposes of the service delivery described in the previous subsection, only the following Personal Data can be processed: <differentiation of categories of Data>.

SECTION 3 CHANGES

3.1. If a change in the Personal Data to be processed or a risk analysis of the processing of Personal Data makes it necessary, Parties will consult, at Institution’s first request, on altering the arrangements made within the present Agreement. 

3.2. Prior to being applied, the new arrangements must be set out in writing and form part of the present Agreement. 

3.3. Said alterations must at no time result in Institution no longer complying with the provisions of the Wbp and other relevant legislation and regulations concerning Personal Data. 

SECTION 4 AVAILABILITY OF THE DATA 

4.1. Provider is responsible for the availability of the Cloud Service to Institution in accordance with the provisions of the present Agreement <and the Service Level Agreement (SLA) which forms part of the present Agreement>.

4.2. Provider will ensure proper backup and restore facilities so as to guarantee availability of the Cloud Service (and consequently of the static and dynamic Data). 

SECTION 5 (Intellectual) Property Rights and CONTROLLING AUTHORITY

5.1. All intellectual property rights – including any copyright or database right – to the Data (i.e. the file and/or files with the Data) will at all times remain vested in Institution, the User concerned, or their respective licensor(s). 

5.2. Provider has no independent controlling authority [zeggenschap] over the Data that it processes. Controlling authority over the Data is vested in the Institution and/or the User concerned.

SECTION 6 Confidentiality

6.1. Parties will keep secret all Data which they know, or can reasonably be expected to know, is confidential and that comes to their notice or becomes available to them in the context of performance of the present Agreement, and will not disclose it internally or externally and/or provide it to third parties in any way whatsoever, except:

a) if it is necessary to disclose and/or provide such Data in order to perform the present Agreement;

b) if a mandatory statutory provision or court ruling obliges a Party to disclose and/or provide such Data or information, in which case the Party concerned will first notify the other Party;

c) if such Data is disclosed and/or provided with the prior written consent of the other Party; or

d) if the information concerned has already been made public legally, otherwise than through the action or omission of one of the Parties.

6.2. For every contravention of its confidentiality obligation, the Party concerned will owe an immediately due and payable penalty of EUR 25,000, without this affecting the other Party’s other rights to receive damages. 

6.3. Parties will subject persons working for them (including employees) who are involved in the Processing of confidential Data to a contractual obligation to keep said Data confidential. 

6.4. At the request of the other Party, each Party will cooperate with the exercise of supervision by or on behalf of said other Party of the storage and use of confidential Data by said other Party. 

6.5. Each Party will make all Data that it has in its possession in the context of performance of the Agreement available to the other Party at said other Party’s first request, including any copies that have been made of said Data.

6.6. Each Party will notify the other Party immediately if it becomes aware of a suspected or actual (i) breach of confidentiality; (ii) loss of confidential Data; or (iii) breach of the security measures. The Party that is in breach will take all necessary measures, at its own cost, to secure the confidential Data and to rectify the shortcomings in the security measures so as to prevent any further perusal, alteration, or provision, without prejudice to any right of the Party that determines the breach to damages or other measures. At the other Party’s request, the Party that is in breach will cooperate with the provision of information to those concerned.

SECTION 7 Personal data

7.1. If Provider processes Personal Data for Institution in the context of performing the present Agreement, Institution will be deemed to be the “Responsible Party” [verantwoordelijke] and Provider will be deemed to be the “Processor” [bewerker] within the meaning of the (Dutch) Personal Data Protection Act [Wet bescherming persoonsgegevens] (hereinafter referred to as the “Wbp”). 

7.2. Provider will process the Personal Data in a proper and careful manner and in accordance with the provisions of the Wbp and other applicable regulations regarding the processing of Personal Data. 

	To be added in the case of risk category 1 and above 

	7.3. According to the table below, the following employees (or groups of employees) have access to the Personal Data and are permitted to perform solely the processing of the Personal Data as specified in the second column. Said employees (or groups of employees) are prohibited from performing any processing of the Personal Data other than that specified in the following table. 

Employees (or group of employees)
Processing



7.4. Provider will only process Personal Data when instructed to do so and in accordance with Institution’s instructions. Provider will therefore process Personal Data solely in order to perform the present Agreement. Unless mandatory statutory obligations require otherwise, Provider may not process the Personal Data for its own benefit, for the benefit of third parties, and/or for its own purposes (including advertising). 

7.5. Provider will cooperate fully to enable Institution to comply with its statutory obligations in the event of a Data Subject exercising his/her rights pursuant to the Wbp or other applicable regulations regarding the Processing of Personal Data. 

7.6. If a Data Subject contacts Provider directly with a view to exercising his/her rights pursuant to the Wbp, Provider will not in the first instance deal with the actual case – except on Institution’s explicit instructions to the contrary – but will notify Institution forthwith and will request further instructions.

7.7. Provider must immediately inform Institution about future changes in performance of the Agreement so that Institution can supervise compliance with the arrangements with Provider. This will include engaging assistant providers (or new assistant providers). In this context, the procedure set out in Section 3 will be followed. 

7.8. Provider will not allow third parties access to the Personal Data without the consent of Institution. Institution will not withhold said consent unreasonably. Institution will be entitled to attach conditions to the granting of said consent or to make said consent subject to a time limit. The granting of consent by Institution will not affect Provider’s responsibility and liability for the performance of this Agreement. 

7.9. Consent by Institution for third parties to be engaged in delivering the services will in any case be subject to the following conditions:

7.9.1. Such third party is directly involved in the provision of services pursuant to the present Agreement; and 

7.9.2. Provider has concluded a written agreement with the third party concerned that specifies, in any case, that said third party also acts in accordance with all provisions of the present Agreement regarding the Processing of Personal Data. 

7.10. If Provider engages a third party for provision of the Cloud Service, this will not relieve Provider of its obligations regarding the Processing of the Personal Data. 

7.11. Provider indemnifies Institution in respect of all claims by third parties, including Data Subjects, that may be brought against Institution due to a contravention of the Wbp or other applicable regulations governing the Processing of Personal Data that is attributable to Provider or a third party engaged by Provider.

7.12. If, in the context of its task as enforcement authority, the Dutch Data Protection Authority [College bescherming Persoonsgegevens] imposes a measure on Institution and the reason for this being done can be attributed to Provider’s failure to comply with the arrangements set out in the present Agreement, Institution may recover the costs associated with such measure from Provider. In such a situation, Institution will be entitled to terminate the Agreement with immediate effect, without Provider being entitled to claim any kind of damages. 

7.13. Provider will not retain personal data provided to it in the context of the present Agreement for any longer than is necessary (i) to perform the present Agreement; or (ii) to comply with a statutory obligation to which Provider is subject.
SECTION 8 Security

8.1. Provider will put appropriate measures in place to properly ensure the physical and logical security of the Cloud Service so as to prevent loss or damage and any form of unauthorised perusal, alteration, or provision, or any other wrongful Processing of the Personal Data. Taking account of the state of technology and the cost of implementing them, said measures will guarantee an appropriate level of security in view of the risks associated with such Processing and the nature of the Personal Data being protected. These measures will in part have the objective of preventing the unnecessary collection and further Processing of said Personal Data. Provider will record said measures in writing, and will ensure that security within the meaning of the present subsection complies with the security requirements pursuant to the Wbp.

8.2. Provider will notify Institution immediately if it becomes aware of a suspected or actual (i) unauthorised perusal, alteration, or provision of Personal Data; (ii) loss of Personal Data; or (iii) breach of the security measures. Provider will take all necessary measures, at its own cost, to secure the Personal Data and to rectify the shortcomings in the security measures so as to prevent any further unauthorised perusal, alteration, or provision, without prejudice to any right of Institution to damages or other measures. At Institution’s request, Provider will cooperate with the provision of information to the competent authorities and Data Subjects.

8.3. Provider will immediately provide Institution, on request, with written information regarding the Processing and protection of Personal Data and how these are organised.

	To be added in the case of risk category 1 and above 

	8.4. Provider is obliged to have a periodic review of Provider’s organisation carried out – at least every two years – by an independent EDP auditor or expert that it designates in order to determine:

8.4.1. that Provider complies with the provisions of the present Agreement regarding the protection of Data (including Personal Data); 

8.4.2. that Provider complies with the provisions of the present Agreement regarding the confidentiality, integrity, continuity, effectiveness, and efficiency of the Cloud Services made available by Provider. 

8.5. Provider will be obliged to make the findings of the EDP auditor or expert available to Institution on request in the form of a “third-party statement” [TPM]. 


	To be added in the case of risk category 2 and above (to replace Section 8.4)

	8.6. Provider is obliged to have an annual review of Provider’s organisation carried out by an independent EDP auditor or expert that it designates in order to determine:

8.6.1. that Provider complies with the provisions of the present Agreement regarding the protection of Data (including Personal Data); 

8.6.2. that Provider complies with the provisions of the present Agreement regarding the confidentiality, integrity, continuity, effectiveness, and efficiency of the Cloud Services made available by Provider. 


	To be added in the case of risk category 3 and above 

	8.7. If Institution has a reasonable suspicion that provisions of the present Agreement are not being complied with, Institution may request Provider to have a quality review carried out within the meaning of Section <8.4>. The costs for such quality review shall be borne by Institution unless the findings of said review show that Provider has failed to comply with the provisions of the present Agreement. If that is the case, the costs will be borne by Provider. This provision will not affect Institution’s other rights, including its right to receive damages.


	To be added in the case of risk category 1 and above 

	8.8. Provider will provide a monthly report, within five (5) working days after the beginning of the following calendar month, on the security management. Said report will comprise at least the following components:

8.8.1. the number, status, progress, and analysis of incidents as referred to in Section 8.2;

8.8.2. the measures taken as regards security management in the light of incidents;

8.8.3. general measures taken in the field of data security. 


Section 9 transfer of data

9.1. Provider guarantees that any transfer of personal data by or on behalf of Provider or a third party engaged by Provider performed in connection with the performance of the present Agreement will take place within the European Economic Area (EEA) or to/from countries that guarantee an appropriate level of protection in accordance with the applicable privacy legislation – including to/from Provider’s sites or those of third parties engaged by Provider that have endorsed the “Safe Harbor Principles”. 

	To be added to Section 9.1 in the case of risk category 1 and above

	In the latter case, Provider will submit proof, to Institution’s satisfaction, that the Safe Harbor Principles are in fact being complied with by Provider’s sites or those of third parties engaged by Provider. If the technical features of a transmission medium make such guarantee impossible, transmission of Personal Data will only take place encrypted, with advanced encryption techniques being used (at least as advanced as is normal in the market). Provider will permit inspection of the site(s) where Processing takes place upon first being requested to do so.


9.2. Except with the prior written consent of Institution, Provider will not have any Personal Data transmitted in the context of providing the Cloud Service to, or make such personal data accessible from, countries outside the European Economic Area (EEA) that do not guarantee an appropriate level of protection in accordance with the applicable privacy regulations – including to/from sites of third parties that have not endorsed the “Safe Harbor Principles” – that legitimise the transfer of the Personal Data. When requesting said consent, Provider will inform Institution regarding the countries or third parties concerned. Institution will be entitled to attach specific conditions to said consent. 

9.3. Provider will immediately inform Institution if Provider receives a request or order from a Dutch or foreign supervisory, investigation, prosecution, or national security authority to provide Personal Data (or to allow perusal of Personal Data) – including but not limited to a request pursuant to the US Patriot Act. In dealing with such request or order, Provider will take account of all instructions issued by Institution – including the instruction to leave dealing with such request or order to Institution, either wholly or partly – and will provide all reasonably necessary cooperation. 

9.4. If the request or order means that Provider is prohibited from comply with its obligations pursuant to Section 9.3, Provider will represent the reasonable interests of Institution. To that end, Provider will in any case: 

a) have it determine legally to what extent (i) Provider is legally obliged to comply with the request or order; and (ii) where Provider is in fact prohibited from complying with its obligations vis-à-vis Institution pursuant to Section 9.3;

b) only comply with the request or order if it is legally obliged to do so and will, where possible, object (at law) to the request or order or the prohibition on Provider informing Institution or following Institution’s instructions;

c) not provide more or other Personal Data than strictly necessary to comply with the request or order;

d) in the case of transfer to a country outside the EEA: investigate whether it is possible to comply with the provisions of Sections 76 and 77 of the Wbp; 

e) inform Institution immediately as soon as this is permitted.

9.5. In the present section, “legally” means pursuant not only to Dutch legislation and regulations but also foreign legislation and regulations. In deviation from Section 7.1, Provider will be deemed to be the “Responsible Party” if it decides, without the substantive intervention of Institution, to provide Personal Data to a public body or supervisory authority or to allow a public body or supervisory authority to inspect Personal Data.
SECTION 9 Access to data upon termination

10.1. Upon termination of this Agreement for any reason whatsoever, or at the first request of Institution during the term of the Agreement, Provider – at limited cost in relation to the payment made for the Cloud Service – will ensure that, at the choice of Institution and in an effective manner, (i) all Data, or certain Data specified by Institution, made ​​available to Provider in the context of the Cloud Service is deleted at all sites; (ii) all Data, or certain Data specified by Institution, made ​​available to Provider in the context of the Cloud Service is made available to a subsequent service provider; or (ii) that Institution and/or Users are given the opportunity to remove its/their Data, or certain data specified by Institution, from the Cloud Service. Institution may if necessary impose different requirements regarding the manner of provision, including the file format, or deletion.

10.2. Provider will at all times ensure the data portability of the Data as described in the previous subsection in such a way that there is no loss of functionality of the Data (or parts of the Data).

3. Explanation of Framework of Standards for Higher Education

The table below (version of 2013) gives a detailed elaboration and explanation of the Framework of Standards for Higher Education. The applicable risk category is shown in the Framework of Standards. 
The abbreviation “Wbp” means the Dutch Personal Data Protection Act [Wet bescherming persoonsgegevens].
	Section 
	Standard
	Applicable legislation/
regulations
	Explanation
	Practice

	General
	All arrangements regarding the security measures that the processor must put in place and regarding how the responsible party will monitor compliance have been set out in a written agreement, or in a comparable form. 
	· Section 14(5) Wbp;

· CBP Guidelines on Security of Personal Data p. 32.
	The Wbp imposes requirements for the form of the arrangements that an educational institution makes with a provider of cloud services. This means that arrangements must be laid down in writing or in a comparable form. 
	Parties lay down their arrangements regarding information security in an agreement or in an appendix to this agreement. This agreement can be concluded electronically. This also applies to changes in the arrangements made. 

	1
	Definitions and terms are used that are in line with the provisions of the Wbp.
	Section 1 Wbp.
	Following the definitions of terms as used in the Wbp means that there can be no misunderstanding regarding the application of the Wbp and other relevant legislation and regulations. This is particularly relevant for the terms Personal Data, Processing, Responsible Party, and Processor. This also means that the interpretations attached to the terms as defined in the Wbp correspond with the terms defined in the agreement.
	Parties can specify in the agreement how certain terms are to be interpreted. 

	2.1
	Specification of the service/services provided by the cloud service provider and the personal data that it processes in doing so.
	CBP Guidelines on Security of Personal Data p. 33.
	Describing the services provided by the provider clarifies the scope of the agreement. If the cloud service provider carries out work other than that agreed on, it will be failing to comply with its obligations and can be called to account by the institution. 
	It is advisable to use the term “processing” as specified in Section 1 of the Framework of Standards. For example: Storage of the data designated by the institution. 
This provision is often included in the main part of the agreement (the relevant section is generally headed “Subject of the Agreement”). 

	2.2
	Description of the types of personal data that the cloud service provider processes in the context of the agreement.
	· CBP Guidelines on Security of Personal Data p. 33;
· NEN-ISO/IEC 27002:2007 nl, Section 7.2.
	Categorising the personal data to be processed in the context of this agreement makes it clear to the institution, for the term of the agreement, what kinds of personal data are involved in the service delivery by the cloud service provider. This simplifies matters as regards monitoring performance of the agreement, and if any amendments are made to relevant legislation and regulations or when changes arise during the term of the agreement. 

	When differentiating between different types of personal data, one can follow the categories utilised by the CBP (special personal data within the meaning of Section 16 Wbp; data regarding the financial or economic situation of the person concerned or the institution; other data that can lead to stigmatisation or exclusion of the data subject; data regarding people from vulnerable groups; user names and other log-in details; data that can be misused for the purpose of fraud (including identity fraud); or a different system of categories. We advise against using risk categories because providers of cloud services may not be familiar with them. 


	3.1
	This section enables the institution to initiate changes in the provisions of the agreement. 
	
	Changes may become necessary in the provisions of the agreement during the term of the agreement in response to amended legislation or regulations, or changes in the institution’s own requirements. This concerns the monitoring of the processing of personal data that the institution is required to carry out as the responsible party. 

	As the responsible party, the institution, during the term of the agreement, can periodically evaluate processing by the cloud service provider by means of a risk analysis as referred to in the Framework of Standards. The provisions of the agreement may then be amended depending on the outcome. 
An amendment may be the result of a change in the system of categories in Section 2.2. 

	3.2 
	All arrangements regarding the security measures that the processor must put in place and regarding how the responsible party will monitor compliance have been set out in a written agreement, or in a comparable form. 
	· Section 14(5) Wbp;

· CBP Guidelines on Security of Personal Data p. 32.
	The Wbp imposes requirements for the form of the arrangements that an educational institution makes with a provider of cloud services. This means that arrangements must be laid down in writing or in a comparable form. A change in the arrangements between the institution and the cloud service provider must be laid down in writing before it applies. 
	Parties lay down their arrangements regarding information security in an agreement or in an appendix to this agreement. This agreement can be concluded electronically. This also applies to changes in the arrangements made. See also “General”. 

	3.3
	The cloud service provider must process the personal data in accordance with the provisions of the Wbp. 
	Section 14(3) Wbp. 
	The institution is obliged to comply with the provisions of the Wbp. However, the institution is often liable (or jointly liable) for contraventions of the Wbp by the provider of cloud services. If compliance with the Wbp by the provider is included as a contractual obligation, including as regards amendments, it is easier for the institution to terminate the agreement or to claim damages in the event of a contravention of the Wbp. 
	

	4.1 
	Service delivery takes place in accordance with the arrangements that have been agreed on. 
	
	With this provision, the cloud service provider explicitly agrees to the provisions of the agreement. If the institution finds that the service delivery does not comply with those provisions, this section provides an extra possibility – besides the provision that has not been complied with – to call the provider to account (in the legal sense). 
	By referring to this provision, amongst others, it is possible to draw up a notice of default if the provider has failed to comply with the provisions. 
The text between brackets can be omitted if there is no SLA (Service Level Agreement). 

	4.2
	The data must be stored in case the service is unavailable for any reason and so that it can then be restored.
	CBP Guidelines on Security of Personal Data p. 33.
	The cloud service provider is obliged to keep a copy of the data for the eventuality that the service is down (for any reason whatsoever). The cloud service provider is also obliged to keep a recent back-up of the data in order to restart service delivery after the service has been down (i.e. so as to restore the data). The data thus remains available to the institution. 
	The provider saves a copy of the data separately from the service delivery. The back-up and the restore facilities must be sufficient. This means that the data in the back-up must be up to date (as far as possible). This means that no data, or as little data as possible, will be lost.

	5.1
	The intellectual property rights in respect of the data are protected.
	
	The intellectual property rights to the data (explicitly all data and not only personal data) are never transferred to the cloud service provider but remain vested in the institution, user, or the user’s or institution’s licensors. This provision lays down that the cloud service provider must respect the intellectual property rights. 
	The intellectual property rights to the data, for example students’ papers, belong to the student and/or the institution. These rights can never be transferred to the cloud service provider. 

	5.2
	The cloud service provider has no controlling authority over the data
	
	By vesting controlling authority over the data (explicitly all data and not only personal data) to the user and/or the institution, it is explicitly laid down that the data will only be processed to the extent that the user or institution has instructed this to be done. 
	The data that is processed remains under the controlling authority of the institution and/or user.

In Dutch law, the terms eigendom (property) and also eigenaarschap (ownership) are associated with physical items. Because the provision of cloud services does not concern physical items, we have not used the term eigenaarschap but terms that together have the same effect as regards data: ((intellectual) property rights and zeggenschap (controlling authority).

	6.1
	The cloud service provider must treat confidential data as confidential. The provider is subject to an internal and external confidentiality obligation in this regard. 
	
	Where personal data are concerned, the provisions of the Wbp must be complied with. Personal data can be distinguished from confidential data (but in some cases, personal data can also be confidential data). This section requires that data classed as confidential by the institution or user must be treated as such. The same applies to data which the cloud service provider can reasonably assume to be confidential data. The confidentiality of data means that the provider must keep the data secret and may not distribute or disclose it (either internally or externally). 
	The institution or user can explicitly indicate that data is confidential. At that point, the data becomes subject to the provisions of this section. If the confidentiality of the data is not explicitly indicated but the provider can assume that confidential data is concerned, then the data must also be treated as confidential. In practice, it is advisable to explicitly indicate that the data is confidential so that no discussion arises about this matter. Determining whether the data is confidential is in this case a matter for the institution and or user its/himself. As regards data that can reasonably be assumed to be confidential, assessment of whether that is in fact the case is ultimately up to the courts. 
For the cloud service provider, the confidentiality obligation means that the confidential data must not be distributed by the cloud service provider any further than necessary for the service to be provided. The data must not be disclosed internally or externally or distributed further.

	6.1.a
	Confidential data may only be disclosed if that is necessary in order to perform the agreement.
	
	It may be the case that disclosing or providing confidential data is necessary in order to deliver the service and/or to perform the agreement. In that case, and to that extent, disclosure and distribution of confidential data is permitted. 
	This may concern data such as bank details which the provider needs in order to collect the payment that must be made for the service. 

	6.1.b
	Mandatory provisions of legislation or regulations and court rulings may “break” the confidentiality of data. 
	
	The confidentiality of data must not prevent the cloud service provider complying with mandatory provisions of legislation or regulations. Here too, disclosure or provision of the confidential data is permitted to the extent required for the provider to comply with those provisions. 
	An example of mandatory legislation or regulations would be a court ruling in the context of prosecution. 

	6.1.c
	Confidential data may only be disclosed if the institution has consented to this being done.
	
	Confidential data may only be disclosed/provided with written consent. Here too, disclosure and distribution may only take place in accordance with the written consent received, and no further than for the purpose for which that consent has been given.
	

	6.1.d
	The confidentiality obligation does not apply when the confidential data concerned is already known or has already been distributed.
	
	The confidentiality obligation no longer applies when the confidential data has already been made public (due to an action or omission on the part of the institution).
	When the institution itself makes confidential data public, the confidentiality obligation ceases to apply in respect of the published data. 

	6.2
	If the confidentiality obligation is contravened, the institution is entitled to receive an immediately due and payable penalty.
	
	Contravening the confidentiality obligation is subject to an immediately due and payable penalty because the contravention cannot be reversed. In determining the amount of the penalty, consideration has been given to the ARBIT conditions. The penalty in those conditions has not been adopted. It has been decided that a lower penalty of EUR 25,000 will apply for each contravention. 
	If the cloud service provider contravenes its confidentiality obligation, it must pay an immediately due and payable penalty. Contraventions of the confidentiality obligation can often not be reversed. There is therefore already an immediate case of loss/harm. 

	6.3
	People employed by the cloud service provider must sign a confidentiality statement regarding confidential data. 
	
	It is not only the cloud service provider itself that must sign a confidentiality statement in order to comply with the provisions of this section; the provider’s employees must also do so. This is in order to further effectuate the confidentiality obligation and to specify liability in respect of contravention of that obligation.
	This must be checked prior to service delivery commencing. This can be done by requesting the relevant contractual obligation from the cloud service provider. (See also Section 6.4.) 

	6.4
	The institution can check whether the cloud service provider is observing the confidentiality provisions.
	
	In order to ensure that it complies properly with its confidentiality obligation, the provider is obliged to cooperate with the supervision that the institution can carry out in this regard. This provision obliges the provider to cooperate with supervision of its compliance with the confidentiality obligation.
	The institution must supervise compliance with the confidentiality obligation, for example, by requesting the provider to submit the confidentiality statements signed by its employees or by inspecting procedures relating to compliance with the confidentiality obligation. 

	6.5 
	The institution is entitled to request confidential data from the cloud service provider. 
	
	The institution can request (confidential) data. It can also request any copies of the data so that confidential data can no longer be processed by the provider. In this way, the institution can monitor and control processing of the (confidential) data. (See also Section 5.)
	

	6.6
	Obligation to provide information about security incidents concerning the confidentiality obligation. 
	
	The cloud service provider is subject to an obligation to provide information immediately about security incidents concerning confidential data. This involves both suspected and actual incidents, so that the confidentiality obligation can be guaranteed to the maximum extent. Incidents include unauthorised perusal, loss of data, or a breach of the security measures. 
In addition to being obliged to provide information, the cloud service provider is also obliged to respond to the incident by securing the confidential data, taking measures to terminate the incident and/or to prevent it, and by cooperating with further resolution of an incident 
	

	7.1
	The institution is the responsible party and the cloud service provider is the processor. 
	Section 1 Wbp.


	It is explicitly provided in the agreement that, if Provider processes Personal Data, the institution is the “Responsible Party” and the cloud service provider is the “Processor” within the meaning of the Wbp. Stating this explicitly makes clear which rights and obligations pursuant to the Wbp apply to the institution and the cloud service provider.
	See also the definitions of “Responsible Party” and “Processor” in Section 1.

	7.2
	The personal data must only be processed in accordance with the applicable legislation and regulations.
	Section 14(3) Wbp. 
	The institution is obliged to comply with the provisions of the Wbp. However, the institution is often liable (or jointly liable) for contraventions of the Wbp by the provider of cloud services. If compliance with the Wbp by the provider is included as a contractual obligation, including as regards amendments, it is easier for the institution to terminate the agreement or to claim damages in the event of a contravention of the Wbp. 
	

	7.3
	It is specified which employees (or groups of employees) are authorised to carry out which processing of the personal data. 
	Page 33 of the Guidelines.
	In order to ensure protection of the personal data, the agreement must specify which employees (officials) or which groups of employees can carry out which processing of the personal data. Processing by employees other than the employees (or groups of employees) specified in this section is explicitly prohibited. 
	As regards processing, reference is made to Section 2. The extent to which this can be filled in depends on the cloud service that is being provided. 

	7.4
	Personal data must only be processed on the instructions of the institution and only to the extent necessary to perform the agreement.
	Sections 12 and 14 Wbp.


	The cloud service provider is only permitted to process the institution’s personal data to the extent necessary to provide the service to the institution. The cloud service provider may not use the personal data for its own purposes. 
	Based on this provision, the cloud service provider may process personal data to the extent specified in the agreement. It is therefore important to check the agreement and any appendices to determine possible purposes for processing. A notification obligation also applies if processing is in response to a request or order from a supervisory, investigation, prosecution, or national security authority (see Section 9.3 of the Framework of Standards).

	7.5 
	The cloud service provider is obliged to cooperate with the exercise of their rights by data subjects.
	Sections 35 and 36 Wbp.
	Pursuant to the Wbp, data subjects have rights of inspection and correction where their own personal data is concerned. The data subject can make a request to that effect to the responsible party (i.e. the institution). This provision obliges the cloud service provider to cooperate with the exercise of their rights by data subjects. 
	Where the cooperation of the cloud service provider is concerned, it is important to take account of the deadlines that apply to processing and dealing with requests for inspection and correction. These deadlines can be found in Sections 35 and 36 of the Wbp. 

	7.6
	The cloud service provider is obliged to cooperate with the exercise of their rights by data subjects.
	Sections 35 and 36 Wbp.
	In order to protect the rights of data subjects and the security of the personal data, the cloud service provider is prohibited from complying with requests from data subjects. The legitimacy of such requests must first be checked by the responsible party (i.e. the institution). In exceptional cases, the institution can provide contrary instructions to the cloud service provider.
	After a data subject has submitted a request for inspection or correction to the institution, the institution will assess that request. The institution will instruct the cloud service provider in accordance with the outcome of that assessment.

	7.7
	The cloud service provider must notify the institution of future changes in its service delivery. 
	CBP Guidelines on Security of Personal Data p. 35.

	In order to perform its task as the responsible party, the institution must ascertain that personal data is processed in accordance with the previously determined risk level. If there is a change in the processing (i.e. in the provider’s service delivery), the institution must check – prior to the change taking effect – whether processing will be in accordance with the appropriate level. The obligation to provide information specified in this section has been included in order to ensure that. 
	The cloud service provider must notify the institution that there is to be a change in its service delivery before the change is implemented. These changes must be assessed by the institution (will the data still be properly protected and processed according to the correct standards?). Depending on the outcome of that assessment, the procedure specified in Section 3 may be started. 

	7.8
	Third parties do not have access to the personal data without the institution’s consent.
	Sections 8, 9, 12, 13, and 14 Wbp.
	The cloud service provider (and those acting under its authority, for example employees) is basically obliged to keep personal data secret. There are exceptions to this, for example legitimate requests for information by competent authorities. 
	See also Sections 6 and 7.3.

	7.9
	The provisions of this section apply if the cloud service provider engages third parties in order to provide the service.
	· Sections 12, 13, and 14 Wbp

· CBP Guidelines on Security of Personal Data pp. 33 and 34.

	Third parties may only participate in processing the personal data if they are directly involved in providing the service. Third parties that are not directly involved in processing personal data do not therefore need to comply with the provisions of this agreement. 
The cloud service provider must also conclude a written agreement with the third party, specifying that the third party complies with all the provisions of this agreement. This is the only way in which the institution, as the responsible party, can ascertain that there is a sufficient level of protection for personal data. 
	Like the cloud service provider itself, third parties are “Processors” within the meaning of the Wbp; they are therefore subject to the same obligations as the cloud service provider. 
When a third party is engaged, the institution – prior to concluding the agreement with the cloud service provider – must inspect and assess the written agreements between the cloud service provider and the third party concerned. 

	7.10
	If the cloud service provider engages a third party, this does not indemnify the provider in respect of claims by third parties concerning contravention of the Wbp.
	CBP Guidelines on Security of Personal Data p. 34.

	If the cloud service provider engages a third party in order to process personal data, this does not mean that the cloud service provider is no longer required to observe its obligation regarding that data. 
This provision also includes an indemnification. If a third party (for example a data subject) asserts a claim against the institution regarding contravention of the Wbp (or other legislation or regulations concerning personal data) and the contravention is in fact attributable to the cloud service provider or a third party engaged by the cloud service provider, then the cloud service provider indemnifies the institution as regards the claim.
	

	7.11
	The costs for a measure imposed by the CBP can be recovered from the cloud service provider.
	
	If a measure is imposed on the institution by the CBP (the Dutch Data Protection Authority) due to a contravention of the Wbp and the contravention arose because the cloud service provider (or a third party engaged by it) did not observe the arrangements set out in the agreement, the institution can recover the costs for the measure from the cloud service provider.
	If the CBP, for example, imposes a fine on the institution, the institution can recover the amount of the fine from the cloud service provider. This also includes a penalty or an order subject to a penalty for non-compliance [last onder dwangsom]. 
A provision such as this can be included in the main part of the agreement, namely in the section concerning liability. 

	7.12
	The cloud service provider may not retain the personal data any longer than necessary in order to provide the service.
	· Section 10 Wbp;

· CBP Guidelines on Security of Personal Data p. 34.
	The institution must ensure that the cloud service provider does not retain the personal data any longer than necessary in order to provide the service. This means that the personal data may no longer be processed after the agreement terminates (it must be deleted or transferred as stipulated in Section 10). An exception to this provision is when there is a mandatory legal obligation with which the cloud service provider must comply. 
	Cloud service providers generally apply standard retention periods. It is advisable to compare those periods with the provisions of the present section and Section 10 of the Framework of Standards. One can then determine whether the cloud service provider must make an exception to its procedures in the light of the agreement that is to be concluded. 

	8.1
	The cloud service provider must put appropriate measures in place to protect the data. The security measures must also be specified in the agreement.
	· Sections 13 and 14 Wbp;

· CBP Guidelines on Security of Personal Data p. 33.
	The institution, as the responsible party, must ensure that the cloud service provider puts appropriate measures in place to protect the personal data. Where security is concerned, the institution must determine – on the basis of a risk analysis – whether the cloud service provider can sufficiently guarantee protection of personal data. The provision states that the security measures must be appropriate to the risk involved in processing the data. The cloud service provider is also obliged to record the security measures in writing. Protection of the data must also be in accordance with the Wbp. Account must be taken of the state of technology and the cost of implementing it.
	The institution must perform a risk analysis before concluding the agreement (see the Supplementary Memorandum). Based on the risk analysis, the institution can check whether the cloud service provider will sufficiently guarantee the security of the personal data. In order to assess this properly, the institution must request relevant information from the cloud service provider before concluding the agreement. See also Section 7.9 of the present Framework of Standards. 

	8.2
	Information obligation regarding security incidents. 
	· Section 14 Wbp;

· CBP Guidelines on Security of Personal Data pp. 33 and 35.
· NEN-ISO/IEC 27002:2007 nl, Section 10.2.3.
	The cloud service provider is subject to an obligation to provide information immediately about security incidents. This involves both suspected and actual incidents, so that the protection can be guaranteed to the maximum extent. Incidents include unauthorised perusal, loss of data, or a breach of the security measures. 
In addition to being obliged to provide information, the cloud service provider is also obliged to respond to the incident by securing the personal data, taking measures to terminate the incident and/or to prevent it, and by cooperating with further resolution of an incident. 
	

	8.3 
	Obligation to provide information immediately about security 
	· Section 14 Wbp;

· CBP Guidelines on Security of Personal Data p. 33.
	The institution, as the responsible party, must be able to check whether the personal data is properly protected; the cloud service provider is therefore obliged to provide information immediately about the information security measures if the institution so requests. 
	Where security is concerned, reference is often made to the submission of certificates issued by independent third parties. See Section 8.4 ff. 

	8.4 / 8.6
	Checks on the security measures put in place by the cloud service provider 
	· Section 14 Wbp;

· CBP Guidelines on Security of Personal Data pp. 33 and 35.

	Depending on the risk category, the institution must check the service delivery by the cloud service provider. This can be done by having a periodic review carried out by an independent expert. 
In the case of risk category 1, the review must be carried out at least every two years. In the case of risk categories 2 and 3, it must be carried out annually. 
	This is one of the most important provisions in this Framework of Standards because it enables the institution to carry out its task as the responsible party. 
A review of this kind must also be carried out before the agreement is concluded so that the institution has investigated the service delivery by the provider. It is also necessary for a check to be carried out annually or every two years during the term of the agreement. The institution must monitor this. See also Section 8.5 of the present Framework of Standards. 

	8.5 
	Checks on the security measures put in place by the cloud service provider 
	· Section 14 Wbp;

· CBP Guidelines on Security of Personal Data pp. 33 and 35.
	The cloud service provider must immediately make the findings of the independent expert available to the institution. Those conclusions are often set out in a “Third-party Statement” [TPM-verklaring, Third Party Mededeling]. 
	 

	8.7
	Checks on the security measures put in place by the cloud service provider 
	· Section 14 Wbp;

· CBP Guidelines on Security of Personal Data pp. 33 and 35.

	Where the risk level is high, a periodic review is insufficient. If the institution has a reasonable suspicion that the cloud service provider is failing to comply with the agreed arrangements, the institution must determine whether that suspicion is correct. This means a (limited) quality review that is directly related to the suspicion of non-compliance. The scope of said review is therefore limited to the agreed arrangements which an institution reasonably suspects to have been contravened. In this case also, a review is required within the meaning of Sections 8.4 and 8.6 of the present Framework of Standards. 
The review will be paid for in the first instance by the institution. If the review shows that the agreed arrangements have in fact been contravened, then the institution can recover the cost of the review from the cloud service provider. 
	The institution may suspect, for example, that the agreed arrangements are not been complied with if there has been a change in the service delivery. See also Sections 3 and 7.7 of the present Framework of Standards. 

	8.8
	The cloud service provider reports to the institution on data security and any security incidents. 
	· Section 14 Wbp;

· CBP Guidelines on Security of Personal Data pp. 33 and 35.
· NEN-ISO/IEC 27002:2007 nl, Section 10.2.3.
	As the responsible party, the institution must monitor the information security applied by the cloud service provider. The provider’s service delivery can be monitored at overall level by requiring periodic reporting on information security and security incidents. 
	The cloud service provider provides information on the situation regarding security incidents in the form of a three-monthly report on the preceding period. The cloud service provider also reports on the measures it has taken in response to incidents and on general measures regarding information security. It is advisable to compare each report with the previous report/reports in order to monitor the progress of the measures and the level of security. (8.2) can also be included in the SLA. 

	9.1
	Processing only in EEA countries or in countries that apply an appropriate level of data protection.
	· Sections 76 and 77 Wbp;

· CBP Guidelines on Security of Personal Data p. 34.

	The countries of the European Economic Area (EEA) all apply a high level of privacy protection. The European Commission has also published a “White List” of countries that apply an appropriate level of privacy protection (http://ec.europa.eu/justice/data-protection/document/international-transfers/adequacy/index_en.htm). 
If the “Safe Harbor Principles” apply, the institution must check whether the party that subscribes to them actually complies with them. 
	The institution must check where the data will be stored before it contracts that cloud service provider.

Monitoring compliance with the Safe Harbor Principles can be by initiating a review within the meaning of Sections 8.4 to 8.6 of the present Framework of Standards. 

	9.2 
	Processing only in EEA countries or in countries that apply an appropriate level of data protection.
	· Sections 76 and 77 Wbp;

· CBP Guidelines on Security of Personal Data p. 34.

	The cloud service provider must inform the institution in advance if its service is provided in a country without an appropriate level of data protection or if processing is carried out by parties that have not subscribed to the Safe Harbor Principles. 
The institution can then perform its task properly as the responsible party by checking the information about those countries and/or parties; if the protection of personal data is at risk, the institution can terminate the agreement (see also Section 3). 
	

	9.3
	Obligations in the event of investigations by authorities
	CBP Guidelines on Security of Personal Data pp. 34 and 35.

	When a cloud service is provided, data is not stored at the institution’s site. If an authority requests to inspect the data, the institution, as the responsible party, must respond properly to that request. The cloud service provider is obliged to notify the institution if it receives a request or order pursuant to mandatory law. The institution’s instructions must then be observed, including leaving it up to the institution to deal with the request or order. As the party responsible in respect of the (personal) data, the institution must be the contact for such requests or orders.
	

	9.4
	Obligations in the event of investigations by authorities
	CBP Guidelines on Security of Personal Data pp. 34 and 35.

	In some cases, mandatory legislation or regulations prohibit the cloud service provider from complying with the provisions of Section 9.3. In such cases, the institution must still guarantee the security of the data. The cloud service provider is therefore obliged to carry out a number of actions that would normally be performed by the responsible party. 
Implementing the points mentioned means that the personal data is protected to the maximum extent. 
	Immediately after being notified of such a request or order, the institution must determine whether the cloud service provider has carried out the necessary actions. 

	10.1
	Access to data when the agreement terminates
	· Section 10 Wbp;

· CBP Guidelines on Security of Personal Data p. 35.

	When the agreement terminates, the data (explicitly all data and not only personal data) that has been processed by the cloud service provider must either be deleted or transferred to a new provider or to the institution itself. Any other option fails to provide appropriate protection for the data. 
The institution can also have data deleted, or removed from the scope of the cloud service provider’s service delivery, during the term of the agreement. In this way, the institution can monitor and control the data. 
	

	10.2
	Portability of the data
	
	Data portability concerns the possibility of relocating the data within the cloud. If the data is not portable in this way, it can no longer be retrieved by the institution. 
	


4. Classification of Personal Data
Based on the “Higher Education Reference Architecture” (“HORA”
), the Architecture Working Group of the Coordination in the Cloud project has elaborated the classification of operational elements in general, and of personal data in particular. The following explanation of the classification is taken from the HORA. The classification makes use of the categories O, L, M and H; these are in line with the corresponding risk categories O, I, II and III in the Framework of Standards for Higher Education. References are to the HORA website.

A “BIV” classification indicates the desirable level of availability, integrity, and confidentiality (abbreviated in Dutch to “BIV”) for a given piece of data. This is the basis for determining the appropriate information security measures, which will impact processes, organisation, and technology. In this project, a generic BIV classification has been drawn up, in the form of a set of attributes for the operational elements in the information model; this is directly accessible as a report. It is up to the institutions themselves to “translate” this generic BIV classification into their own classifications and measures. Standard techniques are available for this, for example the SPRINT method of risk analysis.
A BIV classification comprises three scores: a B score, an I score, and a V score. The values for these scores can be high, medium, or low. For confidentiality, there is also a “public” category, indicating that specific data is publicly available. Data that plays a major role in the day-to-day operation of an institution is assigned a higher B score. Data needed for planned meetings – for example test material – is assigned the highest B score. The integrity of management and financial data is assigned an increased I score. Data needed for the proper implementation of the educational process receives the highest I score. The confidentiality score is determined by the commercial value and the rules regarding the protection of personal data. Data that records a person’s identity, nationality or race, and data describing an economic situation is assigned a higher V score. The highest V score is assigned to data that describes a person’s medical, psychological, or social situation.
In a number of cases, the V score is strongly influenced by specific attributes. This applies in particular to operational elements with personal data, given that the Personal Data Protection Act imposes all kinds of requirements in such cases. The Dutch Data Protection Authority [College Bescherming Persoonsgegevens, CBP] has adopted specific guidelines for the disclosure of personal data on the Internet. Purely personal data is to be found in the following operational elements: participant, employee, and individual. There are operational elements that indicate the relationship between the institution and the persons. For example, there are the following operational elements relevant to a participant: study agreement, examination programme, study unit participation, learning and lesson group, test result, study unit result. These are all transaction-oriented data sets with a restricted set of attributes. There is no point in studying such operational elements in greater detail at attribute level.

An outline is given below of the attribute groups which are characteristic of the operational elements “participant” and “employee”. The attribute groups are shown in tabular form, with the corresponding V score. In general, the following applies to data regarding a person:
1. recording the identity, nationality, or race scores “M”
2. describing an economic situation scores “M”
3. describing the medical, psychological, or social situation scores “H”
	Attribute group
	V score

	Element ID
	L

	DUO number
	L

	Education number / Citizen Service Number (BSN)
	M

	Name details
	L

	Gender
	L

	E-mail address
	L

	Nationality
	M

	Residence status
	M

	Date / place of birth
	M

	Date/status (death)
	L

	Passport photo
	M

	Addresses (incl. status “unlisted”)
	L

	Telephone number(s) (incl. status “unlisted”)
	L

	Bank account number
	M

	Previous education
	L

	Diploma access data with list of marks
	L

	Study-related communication
	M

	Disability
	H

	Study- and participant-related notes by supervisors
	H


Table 1 V score for attribute groups for operational element “participant”
	Attribute group
	V score

	Element ID
	L

	Citizen Service Number (BSN)
	M

	Name details
	L

	Gender
	L

	Civil status
	L

	Data regarding children
	L

	E-mail address
	L

	Nationality
	M

	Work permit data
	M

	Date / place of birth
	M

	Date/status (death)
	L

	Passport photo
	M

	Copy of passport
	M

	Addresses (incl. status “unlisted”)
	L

	Telephone number(s) (incl. status “unlisted”)
	L

	Bank account number
	M

	Programmes taken, with diplomas
	L

	Most relevant diploma
	L

	Religious restrictions
	M

	Leave
	M

	Absence due to illness / data from health and safety service
	H

	Employment-related communication
	M

	Disability and related arrangements
	H


Table 2 V score for attribute groups for operational element “employee”
Applications can also be assigned a BIV classification as the basis for information security measures. The BIV classification for applications can be derived from the BIV classification for operational elements. A crucial factor in determining the BIV classification for an application is whether an application that is not a source system for a particular operational element gives access to the sensitive attributes of that operational element. If those sensitive attributes are not made accessible, then the BIV classification of that operational element can be disregarded when classifying the application. As an example, the following table shows the BIV classification for the library system, elaborated according to that principle. The operational elements that are only consulted via the library system are shown in italics.
	Operational element
	B score
	I score
	V score

	Loan
	L
	L
	L

	Work
	L
	L
	O

	Expression
	L
	L
	O

	Manifestation
	L
	L
	O

	Item
	L
	L
	O

	Participant
	M
	H
	H

	Employee
	M
	H
	H

	Claim
	L
	M
	L

	Incoming payment
	L
	M
	L

	Cost centre
	L
	M
	L

	BIV classification
	L
	L
	L


Table 1 Example classification of library system
If the library system does allow access to sensitive attributes of a participant and/or employee, then the classification of the system must be amended. Consideration should be given to moving specific attributes that have a major impact on the BIV classification of an application to a separate application so as to prevent stringent information security measures being necessary for the application. For example, data concerning disabilities of participants and study- and participant-related notes by supervisors could be omitted from the student information system so as to prevent it being assigned too high a V score. Whether such a separation is useful needs to be determined according to the particular situation.
5. Recommended rules of conduct for staff and students
SURFibo (SURF’s consultation body for information security officers, part of the ICT & Business Management Platform) has drawn up a new version (version 4.0) of the “Model Acceptable Use Policy” (AUP) for both staff and students.
 The Regulations/AUP set out rules regarding use of ICT and the Internet by staff and students. The aim of the rules is to determine good practices regarding:
· system and network security, including protection against damage and misuse;
· prevention of sexual harassment, discrimination, infringement of third-party rights, and (other) criminal offences;
· protection of privacy-sensitive information, including personal data belonging to the institution and its employees, students, and students’ parents;
· protection of confidential information belonging to the institution and its employees, students, and students’ parents;
· protection of the intellectual property rights of the institution and third parties, including respecting licence agreements that apply within the institution;
· prevention of negative publicity;
· cost and capacity control.
In the new version (version 4.0), rules are included that deal specifically with the aspects of ownership, confidentiality, and privacy that are relevant in the context of the present Framework of Standards. The explanation of the rules is given below. The recommendation is to incorporate these rules into the relevant institutional regulations.
Staff
Confidential information 
The protection of confidential information is now referred to explicitly in the regulations. The following text has been included:
The employee must treat confidential information and privacy-sensitive information, including personal data, to which he has access in the context of his work as being strictly confidential, and must take sufficient measures to guarantee confidentiality.
The employee must pay particular attention to taking action if it is necessary, in the context of performance of the work, for confidential information to be processed outside the Institution, for example via e-mail, in cloud applications that are not the Institution’s own applications, on external storage media, or on his own client devices (USB devices, tablets, etc.). 
The employee must comply strictly with any rules that the Institution has drawn up for guaranteeing confidentiality.
Intellectual property 
The provisions regarding Internet use were already included in previous versions.
 The general rule has been added in the form of the following text:
The employee must not infringe the intellectual property rights of the Institution or of third parties, and must respect the licence agreements that apply within the Institution. 
Controlling authority
Nothing was previously included about controlling authority [zeggenschap] in respect of information. The following text has now been included as an option in the new model regulations.
Controlling authority in respect of the Institution’s information is vested in the Institution. The employee has no independent controlling authority [zeggenschap] regarding the information unless such has been explicitly allocated to him by the Institution.
Students
Provisions regarding confidentiality, privacy, and intellectual property rights have also been added to the regulations for students. This has been done, on the one hand, by means of additions to existing texts and, on the other, by including such provisions in a separate section on “Intellectual property rights and confidential information”. The wording is in line with that of the texts included in the regulations for employees.
An optional provision has been included for regulating controlling authority in respect of information.
Private use and nuisance
“Infringing the rights of the Institution or of third parties” has also been referred to as nuisance [overlast] in the introduction.
Protection by the Institution and also by the student
“Criminal activities” and “infringement of intellectual property rights” and privacy rights have been added to the introduction.
� See http://www.surf.nl/nl/themas/securityenprivacy/informatiebeveiliging/Pages/Leidradeninformatiebeveiliging.aspx.


� For more information about the risk categories, please refer to the publication Beveiliging van persoonsgegevens [Security of Personal Data] published by the Dutch Registration Board [Registratiekamer] in 2001. �


� CBP Guidelines: Beveiliging van Persoonsgegevens, College Bescherming Persoonsgegevens, 19 February 2013, available at � HYPERLINK "http://www.cbpweb.nl" ��www.cbpweb.nl�, p. 29. 


� See http://www.surfsites.nl/cloud/download/Checklist_Cloud_Security.pdf.


� Abbreviation for Hoger Onderwijs Referentie Architectuur.


� See � HYPERLINK "https://cas1.multrix.com/owa/redir.aspx?C=cqcZ8JyjqEmINyKsmpvhbMYFLRBYr9AI5vj97bQw-ErVmsayJ2XkguFXazkllegfUE-wii6BioE.&URL=http%3a%2f%2fwww.wikixl.nl%2fwiki%2fhora" \t "_blank" �http://www.wikixl.nl/wiki/hora�


� See http://www.surf.nl/nl/themas/securityenprivacy/informatiebeveiliging/Pages/Leidradeninformatiebeveiliging.aspx


� The provision already included is as follows: 


When using the Internet, it is prohibited:


to download films, music, software, or other copyright-protected material from any illegal source, or if the employee in fact knows that doing so is an infringement of copyright;


to distribute (i.e. upload) films, music, software, or other copyright-protected material to third parties without the consent of the titleholder concerned.
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